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Hkkjr&vkWLVªsfy;k lkbcj lqj{kk laca/

bafM;u ,Dlizsl

lg;ksx dks xgjk djus ls vkilh le> fodflr gks ldrh gS vkSj lkbcj midj.kksa rFkk çkS|ksfxfd;ksa 
esa iwjd ck”kkj cu ldrs gSa] lkFk gh nksuksa egk}hiksa ij f}i{kh; O;kikj vkSj j.kuhfrd çfrc¼rkvksa 

dks c<+kok fey ldrk gSA

27 vizSÇ] 2022

Çs•d & c`ts'k flag (ofj"B vkbZih,l vf/dkjh)

;g vkys[k lkekU; vè;;u ç'u i=k&II 
(varjkZ"Vªh; laca/) & III (lkbcj lqj{kk) ls 
lacaf/r gSA

if'peh ns'kksa vkSj ehfM;k dk è;ku :l vkSj ;wØsu ds chp la?k"kZ ij dsafær gS] ysfdu bu ns'kksa us fgan&ç'kkar ls viuh 

utjsa ugha gVkbZ gSa tgk¡ cnyrh fo'o O;oLFkk ds Li"V çek.k ns•us dks fey tk,¡xsA ;g bl eghus dh 'kq#vkr esa oLrqvksa vkSj 

lsokvksa esa Hkkjr&vkWLVªsfy;k vkfFkZd lg;ksx vkSj O;kikj le>kSrs ij gLrk{kj esa çdV gksrk gSA

 viQxkfuLrku ls vesfjdk dh vliQy okilh ds ckn phu us u, vkfFkZd] lSU; vkSj jktuhfrd xBca/u cukus esa 

xaHkhj #fp yh vkSj vklUu ÅtkZ ladV dh ek¡x gS fd jk"Vª vius j.kuhfrd vkSj nh?kZdkfyd fgrksa dks fiQj ls laxfBr djsaA 

Hkkjr&vkWLVªsfy;k bZlhVh, (ECTA) vke ewY;ksa esa f}i{kh; fo'okl dk ,d Bksl mnkgj.k gSA ;g fo'okl o •rjksa rFkk y{;ksa 

dh le> dk ,d Bksl mnkgj.k gS vkSj bldk ,d çfrfcac lkbcj lqj{kk esa lg;ksx gSA

 :l&;wØsu la?k"kZ us fn•k;k gS fd lkbcj •rjs ds vfHkusrk] jkT; vkSj xSj&jkT; nksuksa] gkbfczM ;k "vçfrcaf/r" ;q¼ esa 

egRoiw.kZ f•ykM+h cu x, gSaA nksuksa ns'kksa us lwpuk ds lkFk&lkFk ifjpkyu LFkku esa nqHkkZoukiw.kZ rRoksa dks detksj dj fn;k gS] 

tcfd gSfDVfoLV lewg (vijkf/;ksa dk ,d ,slk lewg tks jktuhfrd dkj.kksa ds leFkZu esa lkbcj geys djus ds fy, ,dtqV 

gksrs gSa) tSls xSj&jkT; vfHkusrkvksa us egRoiw.kZ :lh vkSj csyk:lh foÙkh; vkSj lSU; cqfu;knh <k¡ps dks egRoiw.kZ uqdlku igq¡pkus 

dk nkok fd;k gSA

 phu ij cM+h la[;k esa lkbcj gfFk;kj tek djus dk vkjksi gS vkSj mlus dfFkr rkSj ij tklwlh] ckSf¼d laink dh pksjh 

vkSj dqN ns'kksa ds baVjusV lalk/uksa ij fouk'kdkjh geyksa ds mís'; ls ifj"Ñr vkWijs'ku fd, gSaA vkWLVªsfy;k vkSj Hkkjr rFkkdfFkr 

,MokaLM iflZLVsaV FkzsV (APT) lewgksa }kjk ,sls dbZ vfHk;kuksa ds fu'kkuksa ij jgs gSa] tks phu }kjk lefFkZr ;k ekuk tkrk gSA

 twu 2020 ds vkHkklh f}i{kh; f'k•j lEesyu esa] ç/kuea=kh ujsUnz eksnh vkSj muds vkWLVªsfy;kbZ led{k LdkWV ekWfjlu 

us f}i{kh; laca/ksa dks ,d O;kid j.kuhfrd lk>snkjh rd c<+k;kA u, lkbcj <k¡ps esa fMftVy vFkZO;oLFkk] lkbcj lqj{kk vkSj 

egRoiw.kZ ,oa mHkjrh çkS|ksfxfd;ksa ij ,d lkFk dke djus dh iapo"khZ; ;kstuk 'kkfey gSA bls {ks=kh; lkbcj esa lq/kj ds fy, 

f}i{kh; vuqla/ku ds fy, $ 9-7 fefy;u ds iQaM }kjk lefFkZr fd;k tk,xkA
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,d okf"kZd lkbcj uhfr laokn] lkbcj lqj{kk lg;ksx ij ,d u;k la;qÙkQ dk;Z lewg vkSj vkbZlhVh ij ,d la;qÙkQ dk;Z 

lewg LFkkfir fd;k x;k gSA lkFk gh ,d okf"kZd Hkkjr&vkWLVªsfy;k fons'k ea=kh lkbcj ÚseodZ okrkZ vk;ksftr dh tk,xhA Hkkjr 

dks vc varjkZ"Vªh; lkbcj j.kuhfr uked ,d çeq• vkWLVªsfy;kbZ igy esa 'kkfey fd;k tk,xk] tks 2017 esa baMksusf'k;k] flaxkiqj 

vkSj FkkbZySaM esa lfØ; :i ls {kerk fuekZ.k O;oLFkk dk lapkyu djus vkSj eysf'k;k] fo;ruke vkSj dacksfM;k esa blh rjg dh 

xfrfof/;ksa dk leFkZu djus ds fy, 'kq: gqvk FkkA o"kZ 2021 esa vkWLVªsfy;k us bl igy esa egRoiw.kZ rduhdksa dks tksM+k] ftlls 

;g Hkkjr vkSj DokM ds lkFk f}i{kh; lk>snkjh ds fy, egRoiw.kZ gks x;kA

 Hkkjr dks vkWLVªsfy;k dh de egRoiw.kZ ysfdu LekVZ lkbcj fo'ks"kKrk ls cgqr dqN lh•uk gSA dSucjk esa vkWLVªsfy;kbZ 

lkbcj lqj{kk osQUnz (,lh,llh) ns'k dh lkbcj lqj{kk lwpuk] lykg vkSj lgk;rk ç;klksa dk HkaMkj gSA ;g jk"Vªh; dkuwu çorZu] 

•qfiQ;k ,tsafl;ksa] vijk/ tk¡p vkSj jk"Vªh; lqj{kk fudk;ksa ls fo'ks"kKrk çkIr djrk gSA ACSC dk dkWikZsjsV txr ds lkFk ,d 

lk>snkjh dk;ZØe gS rkfd •rjksa ij •qfiQ;k tkudkjh lk>k dh tk ldsA ,d vU; ljdkjh ç;kl] vkWLVlkbcj dk mís'; 

varjkZ"Vªh; Lrj ij çfrLi/hZ ?kjsyw lkbcj lqj{kk m|ksx LFkkfir djuk gSA

 Hkkjr us jk"Vªh; lkbcj lqj{kk leUo;d] ,d jk"Vªh; daI;wVj vkikrdkyhu çfrfØ;k ny (lhbZvkjVh&vkbZ,u)] ,d 

jk"Vªh; egRoiw.kZ lwpuk volajpuk laj{k.k ,tsalh (,ulhvkbZvkbZihlh) dk dk;kZy; LFkkfir fd;k gS vkSj vius lkbcj dks c<+kus 

ds fy, lwpuk çkS|ksfxdh vf/fu;e vkSj fu;eksa esa mfpr la'kks/u fd, gSaA blus oSf'od lkbcj lqj{kk lwpdkad (GCI) 2020 

esa Hkkjr dh jSad dks 10osa LFkku ij igq¡pk fn;k gS] tks fliQZ nks lky igys 47osa LFkku ij FkkA Hkkjr ds ikl l{ke lkbcj lqj{kk 

is'ksoj gSaA

 iQjojh esa] Hkkjr vkSj vkWLVªsfy;k ds fons'k eaf=k;ksa us lkbcj ç'kklu] lkbcj lqj{kk] {kerk fuekZ.k] uokpkj] fMftVy 

vFkZO;oLFkk] lkbcj vkSj egRoiw.kZ çkS|ksfxfd;ksa esa lg;ksx dks nksuksa ns'kksa ds chp laca/ksa ds ,d vko';d LraHk ds :i esa ekU;rk 

nh gSA egRoiw.kZ vkSj mHkjrh çkS|ksfxdh uhfr ds fy, ,d la;qÙkQ mRÑ"Vrk osQUnz] csaxyq# esa LFkkfir fd;k tk,xkA

 Hkkjr vkSj vkWLVªsfy;k 5G jksyvkmV] APT lewgksa }kjk •rjs] lkbcj vijk/] lwpuk laxzke (information warfare)

vkSj ,d yksdrkaf=kd O;oLFkk ds fy, •rjksa ds ckjs esa leku fparkvksa dks lk>k djrs gSaA lg;ksx dks xgjk djus ls vkilh le> 

fodflr gks ldrh gS vkSj lkbcj midj.kksa vkSj çkS|ksfxfd;ksa esa iwjd ck”kkj cu ldrs gSa] lkFk gh nksuksa egk}hiksa ij f}i{kh; 

O;kikj vkSj j.kuhfrd çfrc¼rkvksa dks c<+kok fey ldrk gSA
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th,l oYMZ Vhe buiqV
*IN THE NEWS*

D;k gS lkbcj lqj{kk\

   lkbcj lqj{kk ls vfHkçk; ,d rjg dh baVjusV flD;ksfjVh ls gS] tks vkidks eSyos;j] CySd gSV gSdlZ ;k fdlh vU; 

rjg ds lkbcj geyksa ls cpkrh gSA

   vxj vki baVjusV dk mi;ksx cSafdax ls tqM+h xfrfof/;ksa dks vatke nsus ds fy, djrs gSa] rks vkidks vius fMokbl 

esa lkbcj flD;ksfjVh dks è;ku esa j•rs gq, ,aVhok;jl dks t:j baLVkWy djuk pkfg,A

lkbcj vijk/ D;k gS\

  lkbcj vijk/ dks lkbcj Økbe ;k daI;wVj Økbe Hkh dgk tkrk gSA lkbcj vijk/ ,d çdkj dh xSj dkuwuh xfrfof/ 

gS] ftls baVjusV ;k fMftVy ekè;eksa dh lgk;rk ls vatke fn;k tkrk gSA lkekU; 'kCnksa esa fMftVy ;k baVjusV ekè;eksa 

ls gksus okyk dksbZ Hkh vijk/ lkbcj vijk/ dgykrk gSA

lkbcj vijk/ osQ fofHkUu :i

   lkbcj vijk/ baVjusV daI;wVj ;k fdlh vU; baVj&dusDVsM cqfu;knh <k¡ps lfgr vkijkf/d xfrfof/ dks n'kkZrk gSA 

;g b&ozsQfMV dkMZ /ks[kk/M+h] voS/ MkmuyksfMax] vkS|ksfxd tklwlh pkbYM] iksukZsxzkiQh ?kksVkys] lkbcj vkradokn l`tu 

ok;jl ds forj.k LiSe tSls vijk/ksa dks doj djrk gSA

jk"Vªh; lkbcj lqj{kk j.kuhfr 2020

   dM+s vkWfMV osQ ekè;e ls lkbcj tkx:drk vkSj lkbcj lqj{kk esa lq/kj ds mís'; ls jk"Vªh; lkbcj lqj{kk j.kuhfr 

2020 dk elkSnk rS;kj fd;k x;k FkkA bl uhfr ds rgr] iSuy esa 'kkfey lkbcj vkWfMVj laxBuksa dh lqj{kk fo'ks"krkvksa 

dks è;ku ls ns•saxsA



DELHI (H.O.):  632, Ground Floor, Main Road, Mukherjee Nagar, Delhi-9   |  Ph.: 011-27658013, 7042772062/63 42

laHkkfor iz'u (izkjafHkd ijh{kk)

laHkkfor iz'u (eq[; ijh{kk)

Expected Question (Prelims Exams)

iz-    fuEufyf[kr dFkukas ij fopkj dhft,&

 1-  oSf'od lkbcj lqj{kk lwpdkad (GCI) 2020 esa 

Hkkjr dh jSad 10osa LFkku ij FkhA

 2-  oSf'od lkbcj lqj{kk lwpdkad (GCI) varjkZ"Vªh; 

nwjlapkj la?k (ITU) }kjk tkjh dh tkrh gSA

 mi;ZqÙkQ esa ls dkSu&lk@ls dFku lgh ugha gS@gSa\

 (d)   osQoy 1  

 ([k)   osQoy 2

 (x)   1 vkSj 2 nksukas 

 (?k)   u rks 1] u gh 2

Q.    Consider the following statements:- 
    1.   India was ranked 10th in the Global 

Cyber Security Index (GCI) 2020.
 2.   The Global Cyber Security Index 

(GCI) is released by the International 

Telecommunication Union (ITU).
 Which of the above statement (s) is/are not 

correct?
 (a)  1 only  
 (b)  2 only
 (c)  Both 1 and 2  
     (d)  Neither 1 nor 2

iz- lkbcj •rjk D;k gS\ fofHkÂ çdkj ds lkbcj vijk/ksa dk mYys• djrs gq, ljdkj }kjk lkbcj vijk/ksa ds 

lek/ku gsrq mBk, x, fofHkÂ dneksa dk fo'ys"k.k djsaA (250 'kCn)

Q. What is Cyber Threat? While mentioning different types of cyber-crimes, analyze the various 
steps taken by the government to prevent cyber-crimes. (250 Words)

uksV %& vH;kl ds fy, fn;k x;k eq[; ijh{kk dk ç'u vkxkeh UPSC eq[; ijh{kk dks è;ku esa j• 
dj cuk;k x;k gSA vr% bl ç'u dk mÙkj fy•us ds fy, vki bl vkys• ds lkFk&lkFk bl VkWfid ls 

lacaf/r vU; Ïksrksa dk Hkh lg;ksx ys ldrs gSaA


